IT University

of Copenhagen

Mesh Mobs
Virtually augmented crowds

Tim Kindberg (matter2media.com)
Jakob Bardram

Sebastian Bttrich

Morten Esbensen

Steven Houben

Rilla Khaled

Thomas Pederson

Gian Perrone

Juan David HincapiZ Ramos
AurZlien Tabard

IT University Technical Report Series TR-201%146

ISSN 1600-6100 November 201!



Copyright© 2011,

Tim Kindberg

Jakob Bardram

Sebastian BYttrich

Morten Esbensen

Steven Houben

Rilla Khaled

Thomas Pederson

Gian Perrone

Juan David HincapiZ Ramos
AurZlienTabard

IT University of Copenhagen
All rights reserved.

Reproduction of all or part of this work
is permitted for educational or research use

on condition that this copyright notice is
included in any copy.

ISSN 16066100

ISBN 978-87-7949.2455

Copies may be obtained by contacting:

IT University of Copenhagen
Rued Langgaards Vej 7

DK B2300 Copenhagen S
Denmark

Telephone: +45 72 18 50 00

Telefax: +45 72 18 50 01
Web: www.itu.dk

Mesh Mobs



1. Introduction

This paper is the result of a sikeek research project on the topic of crowd computer interaction,
which was conducted at ITU in Octobsdvember 2011 while the first author was resident as a
visiting professor. The project led to a proposal for mesh m@bswew type of smart crowd, in
which physically collocated people interact via their \ABRabled mobile phones. The paper
provides a brief background to crowd computer interaction, motivates the concept of mesh mob anc
presents some design and implemgoaissues pertaining to applications for mesh mobs.

Our interest in applications for crowds stems from two perspectives. The first is experiential. Crowd
computer interaction is, broadly speaking, mpérson interaction with (and via) devices, designe

to bring about both individual and collective experiences and phenomena. While this notion (and
that of applications for crowds) has existed for decades, only relatively recently has it become a
subject of systematic study. A first workshop on the tameyrganised by thérst author was held

at CHI 2009 [Brown et al. 2009]:

Crowds are an integral feature of contemporary life, and emerging technologies raise
guestions around how new interactional forms might work in crowd contexts. In this workshop,
we will examine crowds as a unit of interaction for technology design, focusing primarily on
collocated assemblies of people who interact in the same timeframe. E The predominant
themes of the workshop are interactions within crowds, diverse crowd cotifiggrand
individual and collective experience.

We report on some related work below, including analyses, applications and system support; bu
progress has been rather ad hoc and there is plenty of room for fresh exploration.

The second factor that led this project is more of a systems perspective, specifically a long
standing interest imolatile systems, i.e. those in which the sets of participating users, software and
hardware components are subject to routine change [Coulouris et al. 2011]. Tmgtass is in

stark contrast to most systems algorithms, which typically assume that failures and other forms of
component change are relatively rare.

As an example of a volatile system, consider a physically collocated crowd carrying smart phones
Peoplecome and go at random but in principle whoever is instantaneously present could be
provided with a collective crowtased application. We considered the following more specific
examples.

Mass protests (and disturbances). Protesters could benefit from eggtsallow them to report what
happens, both to one another and to the outside world. Since bandwidth may be lost or taken awa’
in some ways these scenarios are applicable also to disasters such as 7/7 in London and 9/11 in Ne
York. Protests are not csmained to any particular space and indeed the crowd as a whole may
move from space to space.

Running events (races). While these take place over a predefined course and are highly organised,
they are interesting in that the spatial density of the crdwdnmers changes considerably over the
course. Since the participants are intensely involved in the existing experience, any app for then
would need to be very lightweigBtpertaining, for example, to measurements such as who passed
whom and when. The ppand associated devices would need to have extremely low overheads in
every sense.

Music festivals. Festivals like Glastonbury or Roskilde lend themselves to apps for entertainment.
Again, the environment is constrained overall and organised, but th@emnig of scope for crowd
formation and dissolution as performers take and leave the stage and, of more interest in thit
context, as the crowd Odoes its own thingQ. Reeves et al. [2010] studied the ways in which peoj
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within the crowd of football suppats solicit participation from others. Perhaps here is where
issues of cultural differences and community formation could best be studied.

Online participants. Our focus is on physically collocated people but interactions between them
and people who are psically absent but online is also of interest. For example, football fans
exchange texts with their friends who could not come to the match [Reeves et al. 2010]. In the gam«
Uncle Roy Is All Around You [BlastTheory 2003], online players collaborate wiifsipatworld
players. The two operate in different but intersecting spheres. During protests and distutbances
and indeed during disastedpeople use Twitter and other social media to report from the ground
but also to comment from afar.

Taking the expriential and systems perspectives together, some immediate questions arise. Thes
are the starting point for this paper:

* What kinds of experiences/applications would be valuable for crowds such as these?
* How should one design for crowshsed experiences?

* What types of systems/algorithms can continue to function within the parameters of such an
experience, despite the volatility?

Section 2 describes related work. Mesh mobs and the motivation for them are described in Sectiol
3. Section 4 describes the Osgngd holdO architecture for mesh mobs. An implementation on top of
Android is outlined in Section 5. Section 6 deals with design issues. Section 7 briefly discusses
some other factors that were discussed during the research, and Section 8 concludes.

2. Background and related work

Roughton et al. [2011] provide a taxonomy of crowds, interaction styles and applications. They
provide plenty of examples of applications, especially of games, and observe how they relate to the
interaction models and intentionsinflividuals in the crowds. But they do not build upon studies of
particular types of crowd, ones that already exist in the absence of these applications. Instead, th
study is mainly concerned with crowds that are brought together by applications, |gdyticu
games. Similarly, OOHara and Glancy [2009] observed crowds drawn to games and shows on BB
Big Screens. Some people play the game, others watch. There is a flow of people between the tw
roles and their study describes this.

Reeves et al. [2010], ahe other hand, studied football fans and how they behave en masse, and
then drew tentative inferences about what types of application and system support might be
appropriate.

Our perspective is similar to that of Reeves et al. [2010], who consider cesnaigonomous and
sel-defining entities in their own right. As they put it: OCrowds are distinct in that they offer a
setting where largscale participation is a key characteristic. Furthermore, this participation is not
necessarily mediated by someggitar Ospectacle® as with audiped®rmer scenarios, and any
performancdike activities are more distributed, fluid and shared amongst members of the crowd.
The relationships (and interaction) between members are much more varied than that betwee
performer and audience, where (on the whole) there is a maintenance of shared attention. In crowd:
individuals and the group maintain a shifting focus for participants.O

2.1 Mobs

There is much popular interest in different types of OmobO such as smarthatg®IiR 2002]

and flash mobs, which go beyond the-tddhioned pejorative sense of the word. We consider those
here in order to draw out some characteristics of crowds. This is not meant to be an exhaustivt
account but it is illustrative of what was cateyed within the project.
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Classic mobs

People have always gathered in the same space without necessarily having the full sanction of th
authorities in order to take collective actions or for collective experiences. This includes people who
collect togetler to protest, riot, loot or rave. There are new communication systems that affect how
classic mobs organise and behave nowadays, but this type of mob (in the original sense) existe
long before the internet. The dictionary definition is of interest Rdod Origin: 168@E00; short

for Latin m!bile vulgus the movable (i.e., changeable, inconstant) common people
[dictionary.reference.coni)a nice reference back to volatility.

Smart mobs

Smart mobs are setfrganising collections of people who develop networks to make them more
capable than tlemembers would be alone. For example, people with a common political goal
keep one another informed and discuss the issues. They are typically not physically collocated. Th
collective is typically relatively londasting (days or months or more are rexedo become
OsmartO), though there is the separate question of the rate of membermshépBurobs have an
identity over and above the identities of the individuals that make them up. Interaction between
members is not necessarily by broadcast, snay be asymmetrical and intransitive. However,
typically there is at least one shared repository of content produced by the members.

Machine mobs

In crowd-sourcing systems such as AmazonOs Mechanical Ritpk:{/www.mturk.corjy crowds

of people distribigd over the globe undertake independent tasks from a common pool. Although
they share a common goal and common artefacts, they know nothing of one another by default
Their work is controlled from the centre.

Flash mobs

Flash mobs are oraff, collocated asemblies who come together largely spontaneously to create
spectacles such as pillefights for other (unsuspecting) people in public places. Flash mobs are
self-organised but stem from notices and discussions on the internet.

Subtle mobs

In subtle mobs $peakman 2009], the participants gather in a public place and listen through
headphones to synchronized audio files that refer to the listener as a character in a narrative. No or
knows for sure who is participating, out of all the people around weagadphones or earphones.

The organiser controls registration and sends out audio files with instructions on where to go anc
exactly when to begin the soundtrack. But the experience plays out according to the whims of
individual participants, affected thougihat is by the narration they listen to and whatever happens
to be going on around them at the time. Subtle mobs are a mixture of the designed (the audio track:
and the contingent (confluence with random events in the setting).

Ironic mobs

These mobs caist of young people, typically, gathered in common spaces such as schools, pubs
and clubs. Their mobiles have Bluetooth switched on and discoverable and they project an aspect ¢
their identity in their Bluetooth names, for discovery by others nearbydfi¢ig & Jones 2007].

(This is a practice that has fallen into relative disuse since the mid 20000s, now that Bluetooth i
supported with greater restrictions on smart phones.) Crowd members also sometimes provoke or
another in the form of Bluejackifgsending a vCard containing a message to people nearby. There
is an asymmetry of knowledge: steps are needed to identify who has which Bluetooth name.
Bluetooth is thus an OironicO medium (in the sense of dramatic irony) in that some people (e
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audience) knovsomething at the radio level that others do not know, and vice versa. There is some
evidence of development of social mores over time, such as the use of provocative names in pubs.

2.2 Crowd Characteristics

The above types of mobs exemplify various charétics that we can ascribe to crowds in general
and which are of relevance to the design of both applications and the infrastructure needed tc
support them. Again, the following list is not exhaustive.

Social psychology. This is the discipline that sezko @nderstand and explain how the thought,
feeling and behavio of individuals are influenced by the actual, imagined or implied presence of
other human beings [Allport 1985].Crowds such as football supporters may exhibit group
behaviours, as distinérom the behaviours of individuals. Moreover, individualsO behaviours may
be influenced by the people around them. We speak, in particular, of group dynamics and pee
pressure, and say that crowds have mdaxie of the things that make them interestidgecent,

and extreme, example took place this spring in Bristol where the first author lives, when police
clashed with local people [Guardian 2011] on a night that began with many people on the street in ¢
mellow atmosphere. The GuardianOs reportingrigested locally in some respects. That raises the
question of what is the Otruth® about a crowd, particularly one in which emotions are strong: ho
can what takes place in a crowd best be captured?

Physical extent and density. Members may be collocated anrelatively confined area of the city,

say, or spread all over the globe with the internet their only connection. Some crowds are
combination of the two. In so far as they share a common physical setting, we can ask how dens
they are and how they phyalty arrange themselves in terms of flows and clustering.

Temporal duration and volatility. In some cases, the members simply come together foraffone
event. Others have sufficient contact over sufficient time to develop their own organisation (e.g.
political campaigns) or their own mores (e.g. football supporters). We can also ask whether the
crowd continue to have a separate identity even if its membership changes to a significant exten
over time.

Organisation & control. Some crowds form relatively gptaneously and are s@fganising; in

others there is some element of external control or at least suggestion. There are hybrids too, suc
as protests that are planned and organised but which behave spontaneously when people colle
together. The motivains of individual participants and the social psychology of the crowd are
relevant to what types of organisation are appropriate and possible.

Limited knowledge and awareness. Crowd members have something in common that has caused
them to collect in theirfst place. It is often also useful to consider what, specifically, by the nature
of the crowd or of the intermediation channels between them, the membarskthow, or are not
aware of, about one another.

2.3 System support for crowds

The underlying sytem infrastructure needs to provide some kind of useful invariant, despite the
volatility of the crowd. For example, it could provide continuous connectivity despite the loss of
wide-area connectivity, as in the B.A.T.M.A.N. protocol [B.A.T.M.A.N. 2011hietr has been
implemented for routing between mobile phones, here at ITU.

Another possibility would be to provide a higHevel abstraction such as publishbscribe
communication, in which any member of the crowd could publish information, and all meeaibe

the crowd would be able to receive that information. The Haggle project [Pelusi et al. 2006] sought
to do that, based on opportunistic ways of achieving communication despite high rates of
connection failures. Opportunistic communication is simi@rdelaytolerant/disruptiortolerant
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networking but makes, unlike the latter, agriori assumptions at all about the topology of the
network. This model is extremely volatile: the set of entities participating and the state of
connectivity is assumed thange often. The opportunistic model is also-gaiented. That is, how

one propagates data depends to some extent on the semantics of the data itself. Wireless Sen:
Networks operate similarly, although the assumptions for those networks tend todvehsbhess
volatile than with crowds of moving people.

As an application of Haggle,
. Mart'n-Campillo et al. [2010]

describe the problem of triage

during a disaster. Medical

. workers with mobile devices need

P . to report on who needs how much
1 help and where. Téh authors

describe generalised forwarding

. policies based on various factors.
Those include prexisting social

structures and known movements
| of individuals, neither of which

. M\\\ applies to crowds. The forwarding
~—| . policy they decide to use in a

‘ , disaster is not very clearly
‘ - explained in the paper but it does
. involve the active participation of
Client ‘ the personnel, who are under
. orders to return to a contact point
in a certain timeframe.

Figurel. The gossip/epidemic algorithm )
Zhao et al. [2004] were the first to

describe how some nodes can

move and act asd&nfesO of data
within mobile ad hoc networks. But they base their analysis on sparse networks, unlike (potentially)
crowds.

Tennent et al. [2005] implemented an epidemic (OgossipO) algorithm (Fig. 1) on top of WiFi for
communication among PDAs and laptopeintto-point communication links are assumed to exist
most of the time. The authors describe three applications built on top of the algorithm. The same
group at Glasgow were investigating Oseamful gamesO [Bell et al. ], in which players had to becon
aware of where WiFi access points were and were not within range. While they did not address
crowds as such, they were concerned with human sensibilities as regards the affordances of tr
network(s) used by collections of people.

There are many concrete dipptions that could be prototyped without, at this early stage of
research, trying to fix on what the lower layers should be. For example, Twimight [Twimight 2011]
is a Twitter client designed to send tweets over Bluetooth when wider connectivity goes dow

3. Mesh mobs

The foregoing considerations led us to consider how to make collocated crowds of people smarter
and at the same time to introduce aspects of OsubtletyO and OironyO that could be exploited in gar

We therefore propose the concept of asmenob: a physically collocated crowd in which the
network is implemented by, and with the conscious involvement of, the people in the crowd.
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Conventional WiFi meshes and sensor networks are typically mounted on parts of the inanimate
physical world (thouly sometimes on animals too). In a mesh mob the network is mounted on the
people in a crowd in the form of their WiEapable mobile phones. In addition, there may be more
powerful network nodes in vans and on bicycles. There might even be network ntiaetm of

drones flown overhead.

Mesh mobs bring the affordances of the network up to the human level in order to solve the more
challenging problems of managing (or playing with) that network. The operating assumptions of
opportunistic systems such aaddjle [Pelusi et al. 2006] are that:

1. Systerlevel communication happens under the covers, away from explicit human
involvement; humans are the carriers of data but they domStiouslyparticipate in its
carriage.

2. The system algorithms try to cope whinman movement across unrelated sets of people,
i.e. with the making and breaking of communication links that results. For example, my
phone starts communication with your phone in a bar; you later catch a bus and pass it tc
someone else, who gets home padses it on again, etc.

But crowds are different in two ways. First, they are a whole, rather than a set of only piecemeal
related people distributed across much larger areas. Second, since crowds have an identity, we Ci
consider circumstances in whitte crowd has aollective interesin the transmission of data, and

is willing to participate activelyin it. An image that inspires this idea is of a collection of people
passing water or sand in buckets in a chain, one to the other, to put out a fire.

In order to make the network function satisfactorily, the members must collaborate. The mesh is
made up of relatively lowpower radio transceivers. Unless the nodes move to where they are
needed, overall connectivity will break. Healing the network mayxberaely challenging, since

the crowd may have its own unpredictable dynamics in terms of physical flow and density, and
usage patterns over space and time.

Our research goal is specifically to address mesh mobs as cybernetic systems consisting of peop
and the applications on their phones that implement and use the network. While we would like to
automate as far as possible those network tasks that are simply laborious, we expect that some tas
will benefit from the application of human intelligence agton information supplied by software.

The benefit may be in terms of functionality or, in a gaming context, in terms of (satisfying)
challenge.

We can relate mesh mobs to the various types of mob described in Section 2.1. First, in general,
mesh mob isa physically collocated smart mob, in that the members create a network and pass
knowledge along it to satisfy their mutual goals. There is a mixture of people in this system:

* Those who implement the network itself.
* Users of the network, such as peoplewleet over it.

* Others: bystanders who may or may not know that the mesh mob is taking place around
them.

Second, there is an element of Osubtlety® and OironyO (see Section 2): people do not neces:
know who is part of the mesh mob; and people whgareof the mesh know things not known to
others.

Lastly, in so far as mesh mobs have collective work to do to maintain the network, they are what we
call machine mobs. &es and tasks need to be dividedhongindividuals in sucha way as to
maintain thenetworkfor the crowd as a whalélowever, this crowgourcing element may be very
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different from systems controlled from the centre, such as AmazonOs Mechanical Turk. A machine
mob may, on the contrary, be selganising and seliware

Here are four @ncrete motivations for mesh mobs:

* They are useful in situations where wigleea bandwidth has disappeared locally. Disasters,
protests and festivals, for example.

* There is a class of games that can be built on a mechanism by which virtual things are
physcally moved. Of course, there are other ways of achieving that movement, e.g. with a
GPSsensing app connected over 3G to a server. But those donOt exercise crowc
coordination in as challenging a way.

* There is a strong but tenuous relationship betweerhtimeanphysical and the virtual,
which can be played upon, Bluetosdtyle, for extra affordances in the experience.

* Since mesh mobs are collocated, they provide an opportunity fotddi@ee community
togetherness, awareness and, arguably, empowerntenphi/sical proximity of people in a
mesh mob runs contrary to the tendency for activities to take place more and more
exclusively online.

c
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o0 ®
oo -
= o
2 =
) o
= CrowdNet =
[7,]
: 2
o @
»
g . S,
_%: WiFi )
o =
= o
=}
)
(¢}
wn

Figure 2. Layers in the mobile phone

For example, a protest crowd without 3G would be interested in seeing that its collective tweets
about what is happéng on the ground will make it to twitter.com as soon as possible. If they can
Oferry® this Oprecious cargoO to a point outside with 3G, then that objective will be realise
Additionally, tweets from outsid® and information about which tweets from ttrewd itself have

been published so f&rcan be ferried back to the crowd.

To take our second scenario from the introduction, in a race, there could be virtual runners who ar¢
competing in parallel with the physical runners. If the runners collaborag,cdn send their
virtual runners ahead by radio.

At a festival, our third example from the introduction, rival groups of fans could try to pass on
music tracks or images competitively, in such a way that eventually one particular track or image
will prevail and the others will cease to be available, according to a voting scheme. People may
infiltrate one anotherOs OcrowdsO in order to have their media propagate across the musical divide
or collect together to try to increase the density of their meatiatlaus its power to propagate
beyond.
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4. Sync and Hold: a !strawman" realisation of mesh mobs

This section presents a concrete (though, at the time of writing, only partly implemented) proposal
for both human roles and system components in mesh mobspritgented as a OstrawmanO, i.e. a
point for discussion and initial experimentation.

We present a generic architecture for dnewdnet the network that routes data across a crowd,
including media such as text, images and videos, or any applispéafic data. The crowdnet

may be used solely for inteowd communicatiom® as, for example, in a closed game. Equally,
there may be nodes with wider connectivity to the internet that are within or reachable from the
crowdnet, in which case the crowdnet mayte data to and from the internet as well.

In principle, several crowdnets could operate within one physical crowd, implemented by different
people.

A number of crowehware applications may run on any given crowdnet node (Fig. 2). Those

applications geerate data to be sent over the crowdnet and receive data from it. In addition, the

crowdnet maintains information about itself that may be supplied both to users of the crowdnet anc

those who are minding (and implementing) it. For example, people tryirtgvdet across a
crowdnet could be given

. information about how many
others are currently able to

Syncer ‘ receive their tweets.
congrgates, which can be
presented as a map on the phone

\v/ (the current implementation

\ uses Open Street Maps). The

‘ ./v participating in the mesh mob.

The mob data could be created

User/client ‘ at a website and disseminated in

. any suitable way prior tdhe

crowd has gathered, the mob
data can further be disseminated
directly on the basis of trust decisions between people on the ground. For example, people can pa:

‘/ The crowd

Each mesh mob is assumed to
be associated with Omob dataO in
the form of a name, a password
and a region where the crowd
password is a credential for
crowd gathering, if that is

the data around directly to ngyarticipants from phone to phone by Bluetooth, NFC or QR code.

In addition, there could be applicatispecific mob data such as a twitter account for that crowd,
which everyone would use. Fittingly, the crowd as a whole would have a single Twittetyitheiti
with many different voices within it. This sharing of an account works well with the participants in
the collective interactive experience known as Fortnight [Fortnight 2011].
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4.1 Roles

In a mesh mob we consider three roles for people with assbeiaes for their mobile phones:
users, holds and syncers (Fig. 3).

Usersgenerate and consume application data such as OtweetsO. This data is transferred to and fi
nodes in the crowd that act as repositories, chitdds We use the metaphor of Zhaoakt[2004]

that people act as ferries of data through the crowd, and we say that they keep that déwaldn the
that is their mobile phone. We will talk equally of holds in the human and system senses. Users
write to and read from holds over wireless mections.

Holds are limited in their physical resources: the power of their radios, their storage capacity and
their battery capacity. We therefore anticipate that a mesh mob will in general have several holds
both at the same time and over the courséneé, covering different physical areas at different
times, for example. The collective battery capacity and storage capacity of a crowd may be very
large. It is an important challenge to multiplex the crowdnet over those collective resources in such
a waythat individuals do not lose their mobile phoneOs functionality altogether.

Holds will acquire and propagate different sets of data from different users, by default. Therefore,
we need a way for holds to be synchroniz&€¢ncersare people with mobile phes who
synchronise holds: they bring each to the same set of updates.

This is similar to a conventional OgossipO or OepidemicO system in which a set of servers (ho
accepts updates and queries from cliefitsose servers manage state that is supptseduke
eventually consistent. They achieve this by, from time to time, picking one of the other servers at
random and engaging in a synchronisation protocol. Each tells the other about any updates it has n
yet received.

That model assumes the set of sesvie known, and ignores any contextual factors about which
servers have a network connection available to synchronise themselves.

In our mesh mob proposal, we turn synchronisation into a third human role, for three reasons. First
two holds may be out afadio range and therefore unable to synchronise directly, while a third
person may be in radio range of each and thus able to move data between them. Second, we vie
the role of a syncer as a place to inject human intelligence about which hold needsrsgmchr

with which other. Third, if a hold acts as a WiFi access point, which is so in our initial
implementation, it cannot also connect to another hold.

4.2 The state of a hold

A Ohealthy® crowdnet can be measured by its state of connectivity amthd¢iesland throughputs
across it. Holds are key components of the crowdnet. There are several state attributes that ai
relevant to maintaining a healthy crowdnet:

 The holdOgositionon the map.
 The holdOsapabilitiessuch as whether it has a direct cection to the internet.

« The holdO®ad measured through such factors as the volume of data it stores and the rate of
updates from connected clients.

« The holdOs available storage and battsgurces

* The recensynchronisation historgf the hold: whichother holds it was synchronized with,
and when.

The crowdnet propagates hold states as well as applicatio®datag the same mechanigin
order that humans can examine the state of the crowdnet as a whole and take actions as necessary
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4.3 Location
It is useful to know the positions not only of holds but in principle also of syncers and users.

Position could be determined using-lomard locatiorsensing such as GPS. But that has
disadvantages: it can take a long time to initialise; it may not beable#t all in certain locations;
it is batterydraining; and it is not always accurate enough.

An alternative is for people to sekport their locations by clicking on a map. That has none of the
disadvantages of GPS. It is, however, subject to peopletting to update their position, or lying
about their position (an aspect that could be a feature rather than a bug in a gaming context).

This raises interesting questions about how to design a system that will engender accurate sel
reports of locatios. Moreover, any such system could allow for the collective determination of a
personOs position. | may not know where | am on the map but others may be able to help me
Equally, in case | lie or make a mistake, others may be able to verify and commagiasition.

WiFi signalstrength acts as ground truth: if | assert that | am a hold near you, you can scan for me
and verify my radio visibility and signal strength.

5. Implementation on Android

In order to provide applications for many people, we camei what could be built with Android
smart phones, preferably without rooting them (adapting the underlying OS). First, a few facts
about Android:

* Many (all?) android phones can scan for, and connect to, wireless access points.
* Andoid phones with WiFi cahecome wireless access points.

* Android phones cannot form ad hoc networks unless they are rooted. (In forthcoming
Android version 4.0, WiFi Direct will be supported. While not precisely ad hoc mode, this
would be an interesting technology to exploit.)

We implemented holds as WiFi access points and web servers. Anyone can scan for the hold:
within radio range, without connecting to the holds. We encode information as a hint into the holds(
32-character SSIDs, including the lat/long coordinates of the hiotd iaformation about the
remaining state attributes as described above. People monitoring the network can see informatio
about where the holds are (or were) and their state by looking at a map. However, in general, no
everyone will be able to see the samformation, and information may be out of date.

Each access point is protected by the WPA crowd password. People without the password cannc
connect to the corresponding crowdnet.

The lat/long coordinates of a hold can be extracted from whateverolesatising facilities are
available on the handset. Equally, people can report their locations themselves by clicking on the
map.

Syncers are realised by connecting to two holds in turn. This is, unfortunatehgGamseming
since a full WiFi associationan take seconds to make. Also, a minimum of three exchanges are
required to ascertain which updates need to be transferred in each direction.

5.1 Time

Clock synchronisation is challenging in a volatile system so we do not attempt it. Instead, we
measurdime backwards in a crowd as follows. Every node records the time at which it created an
item. It therefore knows at any point in the future how long ago the item was created. If we ignore
the time taken to transfer items between nodes over radio, tbahatfon can be transferred and
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maintained. Inaccuracies of a few seconds (the time taken to transfer items) will creep in as hold:
are synchronised. Those inaccuracies should not be of great importance in a system that anyway h
very large latencies.

This procedure amounts to Oatemping® items instead of tistamping them.

5.2 Identification

Crowdnet nodes have unique MAC addresses, which we use to uniquely identify the data object:
they create by appending a sequence number. The item is alsteraged. Thus, every object
carries identification of which node created it, where it lies in the sequence from that node, and how
many seconds ago it was created.

6 Mesh Mob Apps and Experiences

The foregoing strawman proposal is not the only possible aothie for mesh mobs. Moreover,
even if we use that Osync and holdO architecture, it leaves many questions unanswered and plent
room for design innovation. In this section we outline some of the factors that a designer for mesh
mobs should take into esunt.

At a basic level, not all applications are suitable for mesh mobs. Probably a shared spreadsheet, f
example, would be an unsatisfactory program if ported to a crowdnet! Gwwarek applications

must be able to ithstand high(andhighly variablelatencie¥ and low throughputs. There may be a
complete loss of data’he data produced and consumed by a craware application should be
immutable, since concurrency control techniques are likely to be unusable on such volatile systems

On the other had, this approach is good enough for Obest effortO reporting by users of what it
transpiring during a protest. It is also good enough for games where the network issues are
transformed into an entertaining challenge.

6.1 Designing for Mesh Mobs

The following are a few of the many questions one might ask, in no particular order, when
designing for mesh mobs. We leave them as questions since there has been little time to consid
them.

1. What kind of functional goal or experience is required?

2. Are members selfnotivated or motivated by the wellbeing of the crowd? Do they need to
be recruited, rewarded or constrained? What OpersuasiveO techniques are relevant?

What is the organizational mechanic in terms of tasks, roles and rewards/consequences?
How do you bootstaip a mesh mob as simply as possible?
How do you make it last as long as required?

o g A w

How do you manage the various types of volatility such as people arriving, leaving and
wanting to change their roles; phone batteries failing; human flows and densitiesxghang
and radio propagation changing?

7. What is the relationship between the physical world and the virtual world, in terms of what
can be inferred about the one from the other?

8. What are the physical signalling arrangements between the members (raisingearsg
hats etc.)?
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9. How is the state of the network manifested in the interfaces of those uBimgparticular,
in how it affects their use and in terms of signals to the users, perhaps to encourage them t
join the network itself?

6.2 Heuristics

We expect heuristics to emerge for humans to use in maintaining the crowdnet. Those heuristics
consist of ways of behaving under certain circumstances, especially in order to fix a current
problem with the crowdnet.

For example, if a syncer detects (by scaghionly one hold in rang® a hold that has not been
synchronized recentl® it (she or he) can move until it can simultaneously scan a second hold,
perhaps looking in places where other holds were known to be recently.

Similarly, if a hold detects that has not been synchronized for some time, it can inform all the
nodes using it, and crowalvare applications on those nodes can inform the users. It is ultimately in
the interest of those users to become a syncer. Otherwise updates will not be propagated.

As another example, a syncer that finds itself synchronizing a hold with low battery levels could
become a hold to replace it.

Signalling systems are required so that people in the mesh mob will know how to behave to
maintain it. One signalling system figr people to be informed via the applications they use of
urgent (and perhaps not so urgent) network conditions.

Similarly, the people involved may employ direct signalling to one another. For example, people
who are holds or syncers could use a gestoreommunicate that fact to those around them.
Equally, they could wear distinctive armbands.

7. Discussion

Perhaps the biggest single question about mesh mobs is that of how they can and should &
organised appropriately and efficiently. We proposedawvstian model in which people play the
roles of holds and syncers, temporarily at least, and in which they organise themselves througt
those roles to maintain the crowdnet for their esehing purposes.

However, a variety of models are possible, diffeimgt least three ways.

First, the nature and quantum of crowdmetintenance OworkO may be different. The tasks may be
heterogeneous or heterogeneous. People may perform a single task at a time rather than playing
role for an extended period. Tasks nimyformulated more in terms of the application, rather than
the maintenance of the crowdnet. People may rtagkb using the application and maintaining the
crowdnet at the same tinior do one thing at a time.

Second, the organisation and directiorthed work could vary. It is conceivable, for example, that
the system may be left in control, automatically computing where people should move and what
they should do, with no need for human discretion. There may be more or less teamwork as
opposed to indidual work. Some crowd members could direct others.

Third, there is the question of motivation, both intrinsic and extrinsic. However the work is broken
down, a mesh mob has a voluntary and informal infrastructure [HiaBapnos et al. 2011]. Given
thesefactors, we must answer several questions in order to arrive at a feasible and experientially
satisfying cybernetic whole. Why should an individual participate in the maintenance of the
crowdnet? At what level and period of activity is the maintenancé wostainable? How can
people be recruited to the maintenance activity and a critical mass be achieved? What rewards me
be required?
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Other issues

Several issues that were not covered above entered into our discussions. We outline them here,
no particuér order.

Security

The crowdnet is by default open to those in possession of the collective password and therefor:
good only for communicating negpersonal data. One would not tweet to oneOs personal twitter
account using it, for example. That is one osawhy we suggested the use of a shared, crowd
specific twitter account.

Applications could use erm-end encryption where that was required. However, rather than
viewing the open network as a problem to be solved, an alternative perspective is tbageav i
creative opportunity: to design applications that are truly for the crowd as opposed to the
individuals that make it up. What woulttould® OCrowdTwitterO be like in that respect?

We acknowledge that the system we have described would be esttycto Someone has only to
pose as a OfriendO of the crowd and obtain the crowdOs credentials (WPA key). That person can {
freely read the crowdOs data and mount a defsarvice attack.

Instrumenting the crowd

It would be very useful to know aspedaif the physical dynamics of the crowd. For example, is it
largely standing still? Are there prominent flows or movements?

In addition to data from the applications and data about the network itself, it would be possible for
individuals to sense, for emgle, accelerations, velocities and ambient noise levels, and to send that
over the crowdnet for collation.

Modelling and simulation

It would be highly desirable to model and compare the effects on the crowdnet of different network
protocols, human movemebehaviours, and higlevel game mechanics.

The parameters involved would be the hold attributes identified in our sync and hold protocol, plus
models of human behaviour and movement, and radio ranges (which themselves are a function ¢
human density, anmgy other things).

Return receipts and feedback

Someone sending a tweet over the crowdnet would require feedback about the state of th
communication of that tweet. Has it gone beyond the hold it first arrived at? How many people have
received it in the cnod, ideally as an estimated proportion of how many people are (electronically)
active in the crowd as a whole? Has it reached a node connected to the internet, and therefore be
sent to twitter.com?

Equally, data such as tweets from people who are oblihaot physically present are of interest to
people in the crowd. How are those routed from nodes with internet connections to those without
At the system level, we can propagate them using the same sync and hold protocol. But how, if a
all, should the people implementing those roles behave differently between -ardved
communications, data sent out to the internet, and data incoming from the internet?

8. Conclusions

We have described a new type of OmobO, mesh mobs, consisting of collocated peopéRvhos
enabled mobile phones make up the network they use, the crowdnet. Mesh mobs are designed for
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new type of functionality and experience: one in which the members of a crowd OferryO som
Oprecious cargoO around. The virtual bits of this importatioeie resource are consciously
transported physically between the crowd members. We can also think of this as collectively cared
for communication. The goal of that communication may be functional (e.g. reports of a protest) or
more experiential (e.g. mes in a game).

We outlined a strawman architecture for constituting a mesh mob: a crowdnet with one or more
crowd-aware applications running on top of it. We have described the beginnings of an Android
implementation.

This work (the result of a siweek esidency) remains at an early stage. It is our hope that the
development can continue, through MSc projects at ITU and as ansopere project for
development by the wider community. The implementation is available for development at
https://github.com/matter2media/crowdnet We encourage playful experimentation with these
ideas.
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